§ 1580.107 Chain of custody and control requirements.

tiop

(a) Within or outside of an HTUA, rail hazardous materials shipper transferring to carrier. Except as provided
in paragraph (e) of this section, at each location within or outside of an HTUA, a rail hazardous materials
shipper transferring custody of a rail car containing one or more of the categories and quantities of rail
security-sensitive materials to a freight railroad carrier must:

(1) Physically inspect the rail car before loading for signs of tampering, including closures and seals, other
signs that the security of the car may have been compromised; suspicious items or items that do not belong,
including the presence of an improvised explosive device.

(2) Keep the rail car in a rail secure area from the time the security inspection required by paragraph (a)(1)
of this section or by 49 CFR 173.31(d), whichever occurs first, until the freight railroad carrier takes physical
custody of the rail car.

(3) Document the transfer of custody to the railroad carrier in writing or electronically.

(b) Within or outside of an HTUA, carrier receiving from a rail hazardous materials shipper. At each location
within or outside of an HTUA where a freight railroad carrier receives from a rail hazardous materials shipper
custody of a rail car containing one or more of the categories and quantities of rail security-sensitive
materials, the freight railroad carrier must document the transfer in writing or electronically and perform the
required security inspection in accordance with 49 CFR 174.9.

(c) Within an HTUA, carrier transferring to carrier. Within an HTUA, whenever a freight railroad carrier
transfers a rail car containing one or more of the categories and quantities of rail security-sensitive materials
to another freight railroad carrier, each freight railroad carrier must adopt and carry out procedures to ensure
that the rail car is not left unattended at any time during the physical transfer of custody. These procedures
must include the receiving freight railroad carrier performing the required security inspection in accordance
with 49 CFR 174.9. Both the transferring and the receiving railroad carrier must document the transfer of
custody in writing or electronically.

(d) Qutside of an HTUA, carrier transferring fo carrier. Outside an HTUA, whenever a freight railroad carrier
transfers a rail car containing cne or more of the categories and quantities of rail security-sensitive materials
to another freight railroad carrier, and the rail car containing this hazardous material may subsequently enter
an HTUA, each freight railroad carrier must adopt and carry out procedures to ensure that the rail car is not
left unattended at any time during the physical transfer of custody. These procedures must include the
receiving railroad carrier performing the required security inspection in accordance with 49 CFR 174.9. Both
the transferring and the receiving railroad carrier must document the transfer of custody in writing or
electronically.

(e) Within an HTUA, carrier fransferring to rail hazardous materials receiver. A freight railroad carrier
delivering a rail car containing one or more of the categories and quantities of rail security-sensitive
materials to a rail hazardous materials receiver located within an HTUA must not leave the rail car
unattended in a non-secure area until the rail hazardous materials receiver accepts custody of the rail car.
Both the railroad carrier and the rail hazardous materials receiver must document the transfer of custody in
writing or electronically.

() Within an HTUA, rail hazardous malerials receiver receiving from catrier. Except as provided in paragraph
(j) of this section, a rail hazardous materials receiver located within an HTUA that receives a rail car
containing one or more of the categories and quantities of rail security-sensitive materials from a freight
railroad carrier must:

(1) Ensure that the rail hazardous materials receiver or railroad carrier maintains positive control of the rail
car during the physical transfer of custody of the rail car.

(2) Keep the rail car in a rail secure area until the car is unloaded.
(3) Document the transfer of custody from the railroad carrier in writing or electronically.

(a) Within or outside of an HTUA, rail hazardous materials receiver rejecting car. This section does not apply
to a rail hazardous materials receiver that does not routinely offer, prepare, or load for transportation by rail
one or more of the categories and quantities of rail security-sensitive materials. If such a receiver rejects and
returns a rail car containing one or more of the categories and quantities of rail security-sensitive materials to
the originating offeror or shipper, the requirements of this section do not apply to the receiver. The
requirements of this section do apply to any railroad carrier to which the receiver transfers custody of the rail
car.



(h) Document refention. Covered entities must maintain the documents required under this section for at
least 60 calendar days and make them available to TSA upon request.

(i) Rail secure area. The rail hazardous materials shipper and the rail hazardous materials receiver must use
physical security measures to ensure that no unauthorized person gains access to the rail secure area.

() Exemption for rail hazardous materials receivers. A rail hazardous materials receiver located within an
HTUA may request from TSA an exemption from some or all of the requirements of this section if the
receiver demonstrates that the potential risk from its activities is insufficient to warrant compliance with this
section. TSA will consider all relevant circumstances, including—

(1) The amounts and types of all hazardous materials received.
(2) The geography of the area surrounding the receiver's facility.

(3) Proximity to entities that may be attractive targets, including other businesses, housing, schools, and
hospitals.

(4) Any information regarding threats to the facility.

(5) Other circumstances that indicate the potential risk of the receiver's facility does not warrant compliance
with this section.

(k) Terms used in this section. (1) As used in this section, a rail car is aftended if an employee or authorized
representative:

(i) Is physically located on site in reasonable proximity to the rail car,;

(i) Is capable of promptly responding to unauthorized access or activity at or near the rail car, including
immediately contacting law enforcement or other authorities; and

(i) Immediately responds to any unauthorized access or activity at or near the rail car either personally or by
contacting law enforcement or other authorities.

(2) As used in this section, maintains positive control means that the rail hazardous materials receiver and
the railroad carrier communicate and cooperate with each other to provide for the security of the rail car
during the physical transfer of custody. Aftending the rail car is a component part of maintaining positive
control.

(3) As used in this section, document the transfer means documentation uniquely identifying that the rail car
was attended during the transfer of custody, including:

(i) Car initial and number.

(i} Identification of individuals who attended the transfer (names or uniquely identifying employee number).
(iii) Location of transfer.

(iv) Date and time the transfer was completed.

Editorial Note: At 73 FR 72173, Nov. 26, 2008, Part 1580 was added. However at 73 FR 77531, Dec. 19,
2008, the effective date of §1580.107 was delayed until April 1, 2009.



